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There’s “no compromise” when it
comes to payment card data.

“It could happen to you.” A caution we’ve
all heard. And “it” has happened to most of
us at one time or another: an accident, a
theft, an injury —inconvenient and painful,
perhaps, but usually regarded as an
unpleasant glitch in life from which you
happily move on. But when “you” are a
company or organization whose business
depends heavily on the secure processing of
payment transaction card data, “it” can be
disastrous and far-reaching.

The last several years have seen an increase
in security breaches involving sensitive data:
TJX companies, and payment card
processors CardSystems Solutions and
Heartland Payment Systems, for example.
And while targeted attacks like these are
serious enough, consider the Australian IT
worker who discovered data for thousands




of active credit cards' on-line—
accidentally — or the student researchers
who purchased “recycled” hard drives in
Ghana? that contained, not only the
personal data of several families, but
classified information pertaining to U.S.
Department of Defense contracts. The
implications of this apparent trend, given
the relatively borderless nature of Internet
commerce, are global in scope.

The costs associated with such breaches
are considerable. While individuals whose
data is compromised may be adversely
impacted by identity theft and financial
loss, breached organizations may also be
affected, suffering damage to their income
and reputation, as well as a loss of
customer confidence that can be severe.
Beyond that, such companies spend an
estimated US$202 per customer record?
to manage the cleanup (fines, card
replacement, goodwill retention, credit
counselling), a material cost that can add
up rather quickly when the financial
records in question number in the tens

of thousands—or millions.

From the obvious
players—payment card
service providers and retail
businesses—to entities as
disparate as universities,
municipalities and charities,
the threats the payment
card industry (PCI) is
currently experiencing are
a genuine concern.
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The foundation is solid

A great deal of work is being done to
reduce data security breaches. The PCI
Security Standards Council, created in
2006 by the five major payment card
companies (Visa, MasterCard, American
Express, JCB and Discover), has
developed a set of 12 comprehensive
security requirements— the Data
Security Standard (DSS)—with which
organizations involved in the PCI must
comply. Every aspect of the industry is
impacted by these regulations, from
processes to enabling technologies. In
an attempt to achieve industry-wide
compliance—and consequently
industry-wide security —the council
has undertaken to train and certify a
global network of Qualified Security
Assessors (QSAs) to determine whether
organizations are in full compliance
with the DSS. Companies who are not
can face penalties and are, of course,
required to become compliant.
Moreover, these efforts have attracted
regulatory attention. Three US states
have put key elements of the PCI
standards into law, and recently in
Canada, with the introduction of

Bill S-4 into law (which amends the
Criminal Code with respect to identity
theft), there is growing pressure on
businesses to comply.

The formation of the PCI Security
Standards Council and the work done by
the card companies have been extremely
beneficial. First of all, the companies have
created an independent governing body
to manage the PCI standards and keep
them updated. Secondly, they provide
oversight for an industry that is facing



major issues as its technological
capabilities grow as fast as—but no faster
than—those of the criminal element that
assaults it. The card companies are
responsible for the enforcement of the
standards. They’ve brought these issues
to the forefront of the industry and into
the public eye, responding quickly to
security issues and showing true
commitment to continued vigilance and
ongoing improvement. Most importantly,
the converging of security standards by
the five major card companies has led to
the content of the DSS, an extensive and
inclusive set of requirements against
which the security of individual card
processing organizations can be
effectively measured. In short, they’ve
made huge strides in enhancing the
security of individuals and businesses
alike. The question is, what can be done
to enhance the ability of businesses to
achieve and maintain compliance with the

DSS?

The standards developed and embodied
in the PCI DSS are strongly designed,
but there may well be a way to increase
their practical application while achieving
efficiencies in meeting a broader range

of assurance needs. Your external

auditor may have the ideal combination
of experience and qualification in both
information security and information
systems assurance to help. External
auditors have been determining
compliance, building credibility and
perfecting an audit-infrastructure

for more than 100 years, and certain
audit practitioners have extensive training
and experience in reporting to third
parties on the adequacy of internal
controls and security.

The advantages of using professional
auditors for PCI DSS compliance reports
are numerous. Audit firms bring to the
table not only vast experience, but the
advantage of working within an audit
structure that clients already understand.
For example, Canadian companies that
have outsourced significant parts of their
financial processes and/or underlying IT,
as well as companies that provide those
services, will no doubt have experience
with a CICA Section 5970 audit, which
provides clients and their financial
auditors with independent assurance on
the design and operation of relevant
internal controls over financial
information. Any company with a head
of internal audit or audit committee will
be familiar with the approach, processes
and documentation that audit firms
apply —and which they also apply to PCI
DSS compliance reports. Moreover, audit
firms can provide a separate audit report,
under Canadian Institute of Chartered
Accountants (CICA) standards, that can
be supplied to the client’s own customers,
attesting to such compliance under the
high assurance standards already in place
for professional audit firms.

As a further asset, clients can access
integrated audit advice that delivers a
genuine advantage. Instead of coming in,
doing a one-off compliance report and
moving on, auditors can do audit work
on payment card technology and
processing; customer service controls;
internal controls for financial reporting;
privacy controls for sensitive data—work
that’s common to, and linked to, a
broader range of governance and
compliance requirements. In other
words, audit once, assure many times—

with a Sarbanes-Oxley Section 404
report; a privacy controls report; a report
in support of the issuance of a Web Trust
seal for Internet-based commerce; or a
report in accordance with CICA
Handbook Section 5815 (Special
Reports: Audit Reports on Compliance
with Agreements, Statutes and
Regulations)—all in addition to the PCI
Report on Compliance and all performed
under generally accepted audit standards
and procedures.

Essentially, auditors draw on a quality-
of-service commitment that is hard to
match in its breadth or background, and
it’s an industry whose own integrity and
compliance are highly regulated. Audit
professionals understand and respect the
expectation of a completely independent
assessment of PCI DSS compliance.
Fulfilling this expectation is, and has
always been, at the heart of the audit
engagement process. The industry at
large is committed to the spirit of
independence and to a long tradition of
upholding rigorous assurance standards.
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The upside to consulting a QSA-certified
professional audit firm is clear for larger
businesses that must have an independent
audit report completed, but all businesses
that conduct payment card transactions
are expected to be compliant. With Visa
and MasterCard, for example, businesses
with lower credit card transaction
volumes are allowed to complete a self-
assessment questionnaire (SAQ) that
must, in Canada, be signed off on by a
QSA to verify accuracy. If you'’re a
smaller business, there may be an
advantage to using the services of an audit
firm that can thoroughly evaluate your
processes as well as provide sign-off on
audit compliance.

The audit profession has continuously
adapted to meet the evolving needs of
clients and the economies in which they
operate. From simple fraud-detection
objectives through broader assessments
of corporate financial well-being to
contemporary risk-based approaches,
the audit profession itself has evolved
with the times. More audit professionals
becoming credentialed QSAs and
offering PCI DSS compliance assurance
could mean significant advantages to
their clients.

With the work already done by the card
companies and, subsequently, the PCI
Council—Visa is taking a leadership role
in setting firm deadlines for PCI
compliance, and MasterCard is now
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publishing fines for PCI DSS non-
compliance—the system is getting
better all the time. And the increased
involvement of audit professionals in
delivering relevant compliance and audit
services would be an excellent addition.

For more information, visit
www.GrantThornton.ca.
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